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PRODUCT/ENVIRONMENT 
TESTED 

 Software heylogin – source code, code states of 
10th September 2025 (4d04d243) and 26th August 
2026 (80c17219) 

TIME PERIOD 10th until 19th September 2025 (static source code 
analysis) 
3rd until 4th September 2026 (retest) 

APPROACH Tool based and manual static source code analysis 
(white-box), including a manual retest of all 
identified vulnerabilities 

USED  
STANDARDS 

• "Durchführungskonzept Penetrationstest" of the 
Federal Office for Information Security of 
Germany (BSI) 

• OWASP Top 10 (2021) 
• Common Vulnerability Scoring System (CVSS) 

v4.0 

RESULTS SUMMARY Based on the scope and results of the assessment, 
a very high security level can be attested to the 
tested source code. 


