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1 Scope

These terms and conditions apply to all contracts (hereinafter also referred to as “contract”,
“user agreement”, or “user agreements”) between the customer and us, heylogin GmbH, So-
phienstr. 40, 38118 Braunschweig, Germany. They govern the conditions of use of heylogin
password management (hereinafter: “heylogin”) on all websites, internet platforms and apps -
including in the form of embedding in third-party websites.

We conclude user contracts exclusively with entrepreneurs within the meaning of Section 14 of
the German Civil Code (BGB).

Users are all employees of the customer who use heylogin, regardless of whether they are em-
ployees or freelancers.

2 Functionality of the heylogin password management

heylogin is a secure password management system. With the help of a mobile app or a security
token and an extension to their browser, users will no longer have to remember passwords in
the future. heylogin generates a secure password during the registration process on a website
and then stores it in its database in encrypted form.

heylogin exclusively uses 2-factor secure methods. The 2-factor security is provided by the
smartphone (1st factor: ownership) and the security mechanisms on the smartphone (2nd fac-
tor: PIN/biometrics).

The next time the user logs in to the website, they no longer has to type in their password.
Instead, they can log in in a 2-factor secure manner by allowing the login on their mobile device
or via security token.

This function works accordingly with already assigned passwords. At the next login heylogin
remembers the entered password and includes it in its list.

We do not guarantee that we will be able to recover the user’s passwords in the event that they
are lost. In this case, the modalities and requirements for password recovery of the respective
service for which the user has stored the password must be observed.

3 Registration with heylogin

For using heylogin each user must first register. For this purpose, it is initially only necessary to
provide a valid email address, which must be confirmed in a further step.
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The user then installs the mobile heylogin-app and links the respective browser of the PC or Mac
via QR code. A similar link is also possible via security token. These are hardware components,
e.g. in the form of a USB token or a smart card. After linking, the user installs the corresponding
extension for the respective browser, which enables him to securely store passwords when
registering anew or logging in to websites.

All information to be entered by the user in the registration process must be true. The user must
also ensure that the mobile device on which the heylogin app is installed is sufficiently secured.
For this reason, the user must select a secure screen lock, such as PIN, Face ID.

If the user has reason to be concerned that his personal information, including user accounts,
access data or personal data, has been violated, unlawfully disclosed or stolen, they shall notify
heylogin thereof without undue delay.

4 Right of use

We grant the customer a simple, non-transferable, non-sublicensable worldwide single user li-
cense to use heylogin for the customer’s internal purposes for the duration and under the con-
ditions of the user agreement and these terms and conditions.

In particular, use by third parties, whether within or outside the customer's company, is not
permitted. The single user license also does not include the right to access heylogin with the
help of technical aids (such as software) (so-called “indirect use” or “automated use”).

5 Customer and user obligations

The customer may not and will not allow third parties (including internal users) to use heylogin
for the following purposes, unless we have expressly authorized this in writing:

1. for any illegal activity, including the development of applications that violate the rights of
third parties or other applicable laws or regulations;

2. for sending spam or any other unsolicited advertising;

3. to conduct benchmark tests or other capacity tests of our technical infrastructure;

4. without prejudice to the legal permissions of §§ 69d and 69e UrhG to develop own appli-
cations or services for password management by copying, modifying, decompiling, dis-
assembling or other reverse engineering (“reverse engineering” including the use of any
techniques to circumvent protective measures or to determine the source code) of heylo-
gin or the underlying software.

heylogin GmbH | https://www.heylogin.com/en/trust-center | November 28, 2025 2


https://www.heylogin.com/en/trust-center

heylogin
Terms & Conditions c y g

The customer is responsible for ensuring that he and his users have and maintain all necessary
hardware and software required to use our service.

In particular, the customer and its users are prohibited from the following

+ Creating user accounts through bots or other automated methods
+ Granting third parties access to their heylogin account.

6 Intellectual property

We claim copyrights and trademark rights in heylogin. With the use of heylogin the customer
acknowledges ourrights in heylogin and will not do anything that impairs our rights. In particular,
he will not use our trademark without our express written consent.

7 Deletion of customer/user accounts and organizations, blocking

If the paid subscription ends as a result of termination, the customer’s organization and all user
accounts contained therein will be deleted. The customer must ensure that all users authorized
by him are informed of the termination and, if necessary, transfer their accounts to their private
access to heylogin.

At the customer’s express request, we will also delete their customer account prematurely. This
may result in both the customer and his users no longer having access to heylogin, although the
customer is still obliged to pay within the existing term. In this case, the customer must ensure
that he has backed up all data important to him before submitting his request for deletion. The
same applies accordingly to the deletion of an individual user account at the request of the
customer or the respective user.

heylogin reserves the right to manually delete the customer/user account in cases of obvious
misuse or if heylogin considers a customer/user account to be inappropriate or offensive or if
the customer breaches essential obligations arising from the user contract. We announce such
a manual deletion of the account or organization in advance.

Notwithstanding the foregoing, we reserve the right to take subsequent restrictive measures to
maintain the IT security of all customers and users, namely:

+ Apps that have not been updated for more than 12 weeks or contain known security issues
can no longer be used until the app is updated.
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* In the case of free private use, we delete the user’s account after 6 months of inactivity.
This may result in the loss of the data stored at heylogin. The deletion is announced in
advance through multiple email reminders.

« If all organization admins are inactive for 6 months, we reserve the right to delete the
organization, including all associated accounts. This may result in the loss of the data
stored at heylogin. Such deletion will be announced in advance through multiple email

reminders.

8 Start, term and termination

Our offer to the customer to use heylogin is non-binding and does not constitute a legally binding
offer. In particular, the customer is not entitled to conclude a contract of use with us.

The term of the usage agreement always begins on the first day of the month. If no specific
start date is specified in the offer or usage agreement, the term begins retroactively on the first
day of the month if the agreement is concluded between the first and 14th of the month, or on
the first day of the following month if the agreement is concluded between the 15th and the end
of the month.

The minimum term of the contract is 1 year, unless explicitly agreed between the parties. The
contract is automatically extended by a further year unless one of the parties terminates it with
6 weeks' notice to the end of the respective term.

This does not affect the statutory right of termination for good cause.

9 Change of the scope of use

We reserve the right to change and adapt the functional scope of heylogin if there is a valid
reason for doing so. This is to ensure that heylogin continues to meet our legal or technical
requirements or if market conditions change, for example if user numbers change significantly.
Otherwise, we reserve the right to make changes and adjustments in favor of the customer, in
particular to improve user-friendliness or security. The customer will not incur any additional
costs for such changes.

We will inform the customer of changes to our products that relate exclusively to time-critical
security updates, functional enhancements or minor components (e.g. design or presentation
changes) and that have no negative impact on the customer within their customer account.
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In all other cases, we will inform the customer at least two (2) months in advance by means of
a clear and comprehensible e-mail. This e-mail will contain all information about the features
and the time of the change and will also inform the customer of his rights, including the legal
consequences of his silence.

If a change to our products affects the customer’s access options or the usability of heylogin
more than just insignificantly, the customer has the right to terminate his subscription with
30 days’ notice at no additional cost. To exercise this right, the customer must contact us at
accounting@heylogin.com and inform us of the reason for the termination. The period begins
as soon as the customer has received the notification of change. If the change only occurs after
receipt of the notification of change, the period only begins to run from the time of the change.
It should be noted that termination of the agreement is excluded if the customer continues to
have access to and use of heylogin in an unchanged manner at no additional cost.

If the customer does not object to the aforementioned (negative) changes, they shall be deemed
approved. We will specifically draw the customer’s attention to this legal consequence in the
notification of change.

10 Terms of payment

Customers can only use our packages within a specific payment period (e.g. month or year)
once we have received their payment. The subscription fee charged for the use of heylogin is
usually invoiced in advance shortly before or at the beginning of the respective payment period
(contract month, contract year). Licenses are always billed in whole months, whereby the start
of the billing period is always set to the first of the month.

Upon conclusion of the contract, the license quantity booked at the time of conclusion of the
contract is set as the minimum purchase for the entire term of the contract. The minimum pur-
chase cannot be reduced during the term of the contract. A subsequent increase in the license
quantity, which is carried out independently by an administrator of the organization, leads to a
corresponding increase in the minimum purchase for the remaining term of the contract. The
additionally booked licenses will be adjusted to the remaining term of the contract on a monthly
basis and invoiced on a pro rata basis shortly after the increase.

If we are unable to debit/collect an advance payment due, we will temporarily block access to
heylogin. As soon as the debit is successful, we will immediately restore access. We will inform
the customer of the imminent blocking and - depending on the payment method - may ask them
to update their agreed means of payment or provide a new one. If the direct debit continues to
fail after our notification, we may block access to heylogin. After blocking, we will again request
the customer to provide a new means of payment in order to restore access.
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If the customer is obliged to deduct amounts in connection with taxes, duties, fees or similar
payments (“withholding tax”) from the payment to us and to pay them to the competent tax
authorities, we will increase the amount to be paid by the customer by the amount to be paid.
As a result, the customer pays us the amount that he would pay without such a deduction. Our
payment service provider will automatically increase the amounts to be paid on our behalf.

11 Liability

We are liable without limitation

* in the event of intent or gross negligence,
+ forinjury to life, limb or health as well as
* in accordance with the provisions of the Product Liability Act.

In the event of a simple negligent breach of an obligation that is essential for achieving the pur-
pose of the contract (cardinal obligation), our liability shall be limited in amount to the damage
that is foreseeable and typical according to the nature of the transaction in question. The fore-
seeable and typical damage does not include the entrepreneurial success of the customer, lost
profit or indirect damage.

This typical foreseeable damage is limited to the annual amount payable by the customer (if
applicable, calculated).

Beyond that we are not liable.

12 Availability of the services

We guarantee 99% availability of heylogin on an annual average. heylogin does not limit the
number of logins and reserves at least 500 MB of storage space per organization.

When calculating availability, downtimes due to the following circumstances are not taken into
account:

+ scheduled maintenance and service interruptions, provided we give reasonable notice (we
endeavor to avoid normal working hours during scheduled interruptions);

+ disruptions that are beyond our control, in particular technical or infrastructural problems
on the part of third parties, such as Internet outages;

« failures of additional functions or test functions that are provided to the customer tem-
porarily and without obligation and are not part of the contractually agreed scope of ser-
vices.
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13 Force majeure

Neither we nor any third party rights holders shall be liable for any delay or failure to provide
heylogin to the extent that such delay or failure is beyond our reasonable control, including,
but not limited to, failure of electronic or mechanical equipment or communications, access by
third parties (including denial of service attacks and overuse or misuse of our services), tele-
phone or other connection problems, computer viruses, unauthorized access, theft, operator
error, fire, extreme weather conditions, including floods, acts of nature or orders from regula-
tory, governmental or supranational authorities, war, riot, labor disputes and the cancellation or
postponement of an event, as well as pandemics and epidemics (in particular Covid-19).

14 Data protection

Insofar as we come into contact with personal data of the customer or its employees, we act on
its behalf. For order processing, the order processing contract attached as Annex shall become
part of this contract.

15 Modification of these conditions

We reserve the right to change these Terms & Conditions at any time without stating reasons,
unless this is unreasonable for the customer. We will inform the customer in a timely manner
of any changes to the Terms & Conditions. If the customer does not object to the amended
Terms & Conditions within six (6) weeks after notification, they shall be deemed accepted by
the customer. In the notification, we will point out to the customer his right to object and the
significance of the objection period.

In addition, we reserve the right to make changes to our terms of use if:

1. the changes are only beneficial for the customer;

2. the changes are based on technical or process-related reasons, provided they do not have
a significant impact on the customer;

3. we must establish compliance of the Terms of Use with applicable law;

4. we have to follow a court decision or an authority decision; or

5. we introduce new services that must be described in our terms of use without worsening
the customer relationship.

We will inform the customer about such changes, for example on our website.
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16 References

heylogin is entitled to use the customer’s name and logo for reference purposes, for example
on its own website or in customer presentations. The customer may revoke this consent at any
time, unless otherwise agreed.

In the case of any referencing, heylogin shall take appropriate account of the interests of the
customer, in particular trademark rights.

17 Final conditions

This agreement shall be governed exclusively by the laws of the Federal Republic of Germany,
excluding the UN Convention on Contracts for the International Sale of Goods and conflict of
laws provisions. If the User is a consumer within the meaning of Section 13 of the German Civil
Code (BGB), mandatory statutory consumer protection provisions under the law of the country
in which the consumer has his habitual residence shall remain unaffected.

The exclusive place of jurisdiction for all disputes arising out of or in connection with this Agree-
ment shall be Braunschweig, Germany, provided that the contracting parties are merchants, the
customer does not have a general place of jurisdiction in Germany or in another EU member
state, the customer has moved its permanent place of residence abroad after these General
Terms and Conditions came into force, or the customer’s place of residence or habitual abode
is unknown at the time the action is brought.

The place of performance for all obligations arising from the contract of use is our registered
office (Braunschweig, Germany).

Annexes

+ Data Processing Agreement
« List of Subprocessors
* Technical & Organizational Measures (TOMs)

heylogin GmbH | https://www.heylogin.com/en/trust-center | November 28, 2025 8


https://www.heylogin.com/en/trust-center

	Scope
	Functionality of the heylogin password management
	Registration with heylogin
	Right of use
	Customer and user obligations
	Intellectual property
	Deletion of customer/user accounts and organizations, blocking
	Start, term and termination
	Change of the scope of use
	Terms of payment
	Liability
	Availability of the services
	Force majeure
	Data protection
	Modification of these conditions
	References
	Final conditions
	Annexes

